ABTOHOMHAsI HEKOMMEPYECKasl OpraHu3anust
npo(ecCHOHATBHOT0 00Pa30BaAHUS
«[MEPMCKHUH TYMAHUTAPHO-TEXHOJIOTHYECKN N KOJUIE K>
(AHO 1O «III'TK»)

METOINYECKHUE PEKOMEHJIAIIUN
ME/KINCIHUIIINHAPHOI'O KYPCA
MJIK 02.05 «be3onacHOCTh HH(POPMALMOHHBIX CHCTEM»

JUTSL CTYAEHTOB CIELUAIBHOCTH
09.02.03 IIporpaMmmMupOBaHHE B KOMIILIOTEPHBIX CHCTEMAX

(KOZI 1 HANMEHOBAHUE CIICLIHATEHOCTH )
Kpanudukanus BeITyCKHUKA

TexHHK-POrpaMMHUCT

(6a3oBas MOArOTOBKA)

dopma 00yueHHs

Ounast

Ilepmsb, 2019 1



Meroauveckue pPEeKOMEHAALUHU MO W3Y4YEHHIO0 MexaucuurummHapHoro kypca MJIK 02.05
«be3onacHOCTP MH(POPMALIMOHHBIX CHUCTEM» MpPEIHAa3HAUeHB! Ui CTYJEHTOB M TNpemnoiaBaTeieh
AHO T10 {II'TK». MeToaudeckue yka3aHusl ONPENEISIOT OPHEHTHUPBI U CHOCOOCTBYIOT OoJee
00CTOSTENIPHOMY YCBOEHHUIO POrPAMMHOTO MaTepHalla, OpraHU3alii CaMOCTOSITENIBHOTO TIPoLecca
u3yueHust ydeOHOro mnpenmera oOydHalOUMMHCA TO crenuanbHocTH IIporpammupoBaHue B
KOMITBIOTEPHBIX CUCTEMAX.

JlaHHBIE METOMYECKHE PEKOMEHAALMH TMOMOTYT OpraHM30BaTh CaMOCTOSTENBHYIO
IeATeIbHOCTh CTYJEHTOB HA OCHOBE JEATEJIbHOTO M KOMIIETEHTHOI'O MOIXOJOB K OOYYEHHUIO, YTO
cootBerctByeT ®I'OC CIIO no cneunanpHocTH 09.02.03 IlporpaMMupoBaHue B KOMITbIOTEPHBIX
CHCTeMaXx.

ABTop-coctaBurenb: Tumoxosa H.A., cT. npenonasaTens

VTBepKIEHO Ha 3acenaHuu Kadeapbl MaTeMaTHUYECKUX W eCTeCTBEHHO-HAYYHBIX
OUCLUIIINH, TpOoTOoKoNI Ne 6 ot «21» siHBaps 2019 1.

PexomennoBansl k yreeprknenuro negarorudeckum copetom AHO T1O «I1I'TK» (mpoTokon
ot «5» ¢enpaist 2019 . Ne 3).
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BBenenue

Llenpt0 MAHHOTO TMPAKTUKyMa SIBJISIETCA peaiu3alusi TOCYJAPCTBEHHBIX
TpeOOBaHUII K MHHMMYMY COJICPKaHHWS W YPOBHKO TMOJArOTOBKH BBIMYCKHHKOB IO
MJIK 02.05 «be3omacHOCTh HHPOPMALIMOHHBIX CHCTEM.

JIaHHBI TPAKTUKYM MOKET OBITh HCIOJIB30BAH MPENOJABATENSAMMU  AJIs
NPOBEACHHS MPAKTHYECKUX 3aHATHI Mo TeMaM « U neHTrudukanus u ayTeHTU(puKanus
cyOBeKTOB» U «Kpunrorpaguueckue cpeacTpa 3amuTsl HTHOOPMALUNY .

Kaxknas mpaktuueckas padoTa Mo Kypcy COACPKUT Ha3BaHUE, LU PaOOTHI,
TEOPETUYECKUE CBENCHUS, 3aJaHUs ATl CAMOCTOSTENIbHOM paboThl. B kax ol padote
noApOOHO OMKMCAH X0/ BBIMOJIHEHUS PAOOTHI.

[TpakTdeckue paboThl BEINOMHSAIOTCS CTYIEHTAMHU WHIMBUIYAIBHO.

[TpakTyeckas padoTa BBIMOJHIETCS COIVIACHO 3ajaHui0. Pesynbrar paboThl
NPEICTABISIETCS CTYIEHTOM MPENOABATEINIO.

[To xoay BBIMONHEHHS PAOOTHI MPH BOZHUKHOBEHUHM BOMTPOCOB CTYIEHT MOXKET
NOJTYYUTh KOHCYJIBTALMIO Y MPENOAABATENS WM CAMOCTOSATEIBHO BOCIOJIB30BATHCS
JIEKIIMOHHBIM MATEPUAJIOM.

Pe3ynbTar  BBIMONHEHHS  NPAKTHYECKOM  pabOTBI  OLECHMBAETCS 1O

NATHOAJILHOM TIKAJIE.



DopmMupyeMbI¢ KOMIIETEHIMH MPAKTHYECKHX padoT

O6mue xomnerenuuu (OK):

OK 1. IloHuMaTh CyIIHOCTh U COLMANBHYIO 3HAYMMOCTb CBOEH Oyay1nel nmpodeccuu, nposiBIsITh K
HEl yCTOWYUBBIN HHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO AESITEIbHOCTD, BEHIOUPATH TUIIOBBIE METOJbI U CIIOCOOBI
BBITTOJIHEHHS MTPO(ECCHOHATBHBIX 3a71a4, OLEHUBATh UX 3P PEKTUBHOCTD U KAYECTBO.

OK 3. IIpuHumarts pelieHus B CTaHAAPTHBIX U HECTAHAAPTHBIX CUTYAILUsIX U HECTU 3a HUX
OTBETCTBEHHOCTb.

OK 4. Ocy1mecTBiATh IOUCK U UCTIOIB30BaHUE HHPOPMALINK, HE0OXOAUMOH 1is1 3P PeKTHBHOTO
BBIMOJIHEHHS ITPOECCHOHANBHBIX 3a71a4, TPO(PEeCCHOHATBHOTO U JTMYHOCTHOTO PA3BHUTHSI.

OK 5. Mcnonb3oBaTh HHGOPMALIIOHHO-KOMMY HUKAIIHOHHBIE TEXHOJIOTHUH B PO ECCHOHATBHON
NEeSITeIbHOCTH.

OK 6. PaboraTp B KOJUIEKTHBE U B KOMaH/e, 3P (HEeKTUBHO O0IIATHCS C KOJUIEraMH, PYKOBOICTBOM,
NOTPEOUTEISIMIL.

OK 7. bpaTb Ha ce0s1 OTBETCTBEHHOCTb 3a pabOTy YIEHOB KOMAaH/bI (IOAYUHEHHBIX ), 32 PE3yJIBTAT
BBINIOJIHEHUS 3aJaHUN.

OK 8. CamocCTOATENBHO ONPeAessTh 3a1a41 NPO(EeCCHOHATBHOTO M JIMYHOCTHOTO Pa3BUTHS,
3aHUMAThCS CaMO0Opa30BaHNEM, OCO3HAHHO TUIAHUPOBATDH MOBBIIIEHNE KBATU(UKALIIH.

OK 9. OpueHTHpOBaThCs B YCJIOBHSX YaCTOH CMEHBI TEXHOJIOTHH B PO eCCHOHATBHON
NEeSITeIbHOCTH.

IIpodeccrnonanbubie komnereHmu (I11K):

IIK 2.1 PazpabatpiBaTh 0OBEKTHI Oa3bl JAHHBIX.

IIK 2.2 Peanu3oBbiBaTh 0a3y MaHHBIX B KOHKPETHON CHCTEME yIpaBiieHHUs 0a3aMu JaHHBIX (Jaiee -
CYB]).

IIK 2.3 Pewmars BONpOCH aAMIHUCTPUPOBAHUS 0a3bl JAHHBIX.

IIK 2.4 Peann3oBbIBaTh METOBI U TEXHOJIOTHUH 3aIIUTh HH(POpMaLuu B 0a3axX JaHHBIX.

IIpakTu4yeckas padora Ne 1

Tema: KonuuecTBeHHAs OLIEHKA CTOMKOCTH HAPOJIbHON 3alUThI»
[Tops 10K BBIMOTHEHUS PabOTHI

[E—

3anucarh B TETPAIAM TEMY M LETb PAOOTHI.

2. O3HaKOMMTCS C KPATKUMH TEOPETHYECKUMU
CBEICHUSIMH.

BrinonHuthk 3a1aHus

4. OTBETUTH HA KOHTPOJIbHBIE BOITPOCHI.
Teopernueckue cBeAeHUs

e

[ToacucreMpl MACHTU(DUKALMKA W AyTEHTHPUKALMHN TOJB30BaTENS HTPAKOT OYEHB
BXHYIO POJIb B CUCTEMAX 3alIUTHI HHPOPMALHH.

CTONKOCTh MOACUCTEMBI WACHTU(DHUKAIIMKA W ayTCHTH(HUKAIMKU MOIb30BATENS B
cucreme 3aumrtbl uHpopmaumu (C3M) BO MHOrOM OMNpEAEHSiET YCTOHYMBOCTH K
B3oMy camoii C3U. JlaHHas CTOMKOCTH ONPENENSETCS TapaHTUEHd TOro, 4YTO
3JIOYMBILIJICHHUK HE CMOYKET MPOWTHM AyTCHTU(DMKALMIO, TPUCBOMB YYXKOU
UACHTA(PUKATOP UK YKPAB €r0.

[TaponbeHBIE CUCTEMBI MACHTH(PHUKALMN/QYTEHTU(PUKALNN SBISETCS OJHUMHU M3
OCHOBHBIX M HauOosiee pacnpocTpaHeHHbIXx B C3UW meTogamu MOnb30BATENbCKOMN




ayTeHTU(QUKanuu. B paHHOM ciydae, WHGpOPMALMEH, ayTCHTUPUIIUPYIOMIECH
[TOJIL30BATENIS, SBIIIETCA HEKOTOPBIA CEKPETHBIA MAapojib, W3BECTHBIM TOJIBKO
JeTaIbHOMY TMOJIB30BATEIIO.
[TaponpHas ayTeHTU(UKALMS MOJIB30BATENS SABISACTCS, KaK MPABUJIO, MEPEIHUM
kpaeM o0opoHbl C3UW. B cBs3u ¢ 3TUM, MOIyJib ayTeHTU(UKAIMK [0 NaPOJIIo
HauboJiee 4YacTo MOABEPracTcs arakaM cO CTOPOHBI 3J0yMBINUICHHWKA. llenb
3IOYMBILIJICHHUKA B JAHHOM Cily4ac — MoAo0parh ayTeHTHU(UUIUPYIOLIYIO
uH(popManuio (TapoJib ) JIETAITBHOTO OJTB30BATENS.
MeTonpl MapoNabHONW ayTeHTU(PUKALMKA MOJIb30BATENS  SBJISIFOTCS  HamOoJiee
OPOCTBIMA METOAAMH AYTEHTU(UKAIMKW W TPUA HECOOMIOJCHUM ONPEACITICHHBIX
TpeOOBaHMil K BEIOOPY MApOJIsl SIBJSIOTCA JOCTAaTOYHO YSI3BUMBIMHU.
OCHOBHBIMH MUHUMAIBHBIMU TPEOOBAHUAMM K BBIOOPY MAPOJIs U K MOJICUCTEME
NapoJIbHON ayTEHTU(UKALMHU NOJIB30BATEINS SBIISIFOTCS CIEIYOLIHE.
K napoJiro
1. MuHumanbHas JUTMHA TApOJIsl T0JDKHA ObITh HE MEHEE 6 CUMBOJIOB.
2. ITaponmp AOMKEH COCTOSATH W3 PA3NIAYHBIX TPYNI CUMBOJIOB (Majible W
Oonblme JTaTUHCKUE OYKBbI, HU(PBI, CIEHUATBHBIE CUMBONBL ‘(°, ), ‘#
T.J.).

3. B kadecTBe maposis HE TOJDKHBI MCHOJIb30BATHCS PEAIbHBIE CIIOBA, UMEHA,
(damumm 1 T. 1.

K nmoacucreme naposibHON ayTeHTH(UKAIIIH.

1. Anmunucrparop C3M [NODKEH YCTAaHABIMBATHE MAKCUMAJBHBIA  CPOK
JEUCTBHSI MAPOJIS, MOCIE YETO, OH JOJKEH OBITH CMEHEH.

2. B moacucreme maponbHOW ayTEHTH(PHUKANWMU JOJKHO OBITh YCTAHOBJICHO
OTpaHUYCHKE YrCIIa MOMBITOK BBOJA MAposis (Kak MpaBujio, He OoJiee 3).

3. B moxacucreme MaponpHOM ayTeHTU(MKALMK AOKHA OBITH YCTAaHOBJIEHA
BPEMEHHAS 3aJCPKKa PHA BBOAC HEMMPABUIIBHOTO MAPOJISL.

Kak mnpasuno, mis renepupoBanus maposned B C3H, yAOBIETBOPAOIIKX
NEPEUUCIICHHBIM ~ TPEOOBaHMSIM K  MApOJIsIM, HKCIHOJB3YIOTCA MPOrpaMMbl  —
ABTOMATHYECKUE TEHEPATOPHI MAPOJIEN TOIB30BATEIIEN.

[Ipy BBINOJSHEHUM MEPEUMCICHHBIX TPEOOBaHWA K MApoJisiM U K TMOACHCTEME
NapoJIbHON ayTEHTU(UKALWKU, CIMHCTBEHHO BO3MOKHBIM METOJOM B3JIOMA JAHHOMN
MOJICUCTEMBI  3JIOYMBIIIJICHHUKOM  SIBJIIETCS  TpsMoil mepedop maposeid  (brute
forcing). B nanHOM ciyyae, OLEHKA CTOMKOCTH MAPOJbHON 3aMThI OCYIIECTBISAETCS
CJIeYIOIUM 00pa3oM.

KonuvecrBeHHast OeHKA CTOHKOCTH NAPOJILHOM 321U ThI

[Tyctb 4 — MomHOCTh andaBuTa Naposicid (KOJIMYECTBO CHUMBOJIOB, KOTOPBIE
MOTyT OBITh MCHOJB30BaHBI MPH COCTABIEHUM naposis. Hampumep, ecnu mapoib
COCTOMT TOJILKO U3 MAJIBIX aHTJIMHACKHUX OYKB, TO A=26).

L — nnvHa naposs.

S'=A4" - 4MCI0 BCEBO3MOKHBIX MAPOJIEH JUIMHBI L, KOTOPBIE MOXKHO COCTABUTH
U3 CUMBOJIOB ajndaButa A.

) — ckopocTh nepebopa maposaeH 30yMBIITIEHHAKOM.

1" — MakCUMalbHBIN CPOK AEUCTBUS HapOJIs.

Torga, BeposATHOCTH P moadopa maposist 370YMBILUICHHUKOM B TEYEHHH CPOKa
€ro ICHCTBUA } onpenenseTcs mo cneayrmei gopmyie.






IIpakTuyeckast padora Ne2

Tema: «LIudppoBanre nHGopmarmm»

Iesas padoThi: U3yUEHHE MPOCTEHIIMX METOI0B KpUNTOrpaduyecKoit 3alnuThi
uH(pOpMaLMKU U 3aKPEIICHUE HABBIKOB pa0OTHI B TPOrpaMMHOii cpene Microsoft
Excel.

ILnan paGoTsiI:

1. M3y4yeHue TeopeTHUECcKoro Marepuana.

2. 3amm@poBbiBaHUE CBOMX (DaMUIMKM U UMEHH, UCTIONIB3Ys MeTo Le3aps u
cpeny Microsoft Excel.

3. PacmmdpoBbiBanre Ppasbl C KAPTOUKH, UCMONB3Ys MeTox Lle3aps u cpeny
Microsoft Excel.

4. 3amudposath, pacmupoBaHHyO B 1.4 Ppa3y METOJOM MEPECTAHOBKH C
KITFOUOM. B KauecTBe Kitova B3Th CBOK (PaMUITHIO.

OTBETUTH YCTHO HA BOIIPOCHI.

6. IlpenbsButh paboOTy MPEMOAABATEITIO.

Teoperuyeckune CBeICHUSI:

Cucrema mndposanus Lle3apsi — 4acTHbIN ciydail mmdpa mpocToil 3aMEHBI.
MeTo OCHOBaH Ha 3aMEHE KaXAO0ro CHMMBOJA COOOIIEHUS (OTKPBITOTO TEKCTA) HA
JAPYroii CUMBOJI TOTO k€ an(aBuTa, MyTEM CMELIEHHUS OT MUCXOTHOTO HA & MO3MLIMIA
(momy4aeM 3aKphIThI TEKCT). BenuunHa k& Ha3bIBAETCS KIMFOUOM MHdpa (KITFY — 3TO
uHpopmanmsi,  HeoOxoaumass A OECHpPEnsATCTBEHHOrO0  ACIM(POBaHUS
unpopmarmmn). Kmrou B Merone llezaps — unenoe umcio. Ecaum moctaBuTh B
COOTBETCTBUE KAKIOMY CHMBOJY HCHOJB3YEMOro andaBuTa YUCIO, TO MPOLECC
mrdpoBaHus OyAeT NPOXOIUTh MO (opMyJie:

y = (x + k) mod n,

i i

r7ie X; — HOMEP i-TOr0 CHMMBOJa B OTKPBITOM TEKCTE, ¥; — HOMEP i-TOr0 CHMMBOJIA B
3aKPBITOM TEKCTE, k — KITIOY, ¥ — YKCJIO CUMBOJIOB B ajipaBute. Oneparus mod — 310



B3STHE OCTaTKa OT JIEJICHHWsS OJHOrO 4YMclia Ha apyroe (Hampumep: 5 mod 2 = 1, 10
mod 5 =0, 20 mod 7 = 6).
Hemmppopanue (pacmuppoBbiBaHUE) Oy IET NPOXOAUTH MO GopMyIe
x,=(y,+(n-k)) mod n.

Hpumep.

ammmdpyem meroaoM Llezaps ¢ kirodoM k=7 crioBo «utugpp».

Bynem wucnone3oBate pycckmii andaur 0e3 OykBbl &€, rTae OykBe A
cooTBeTcTBYET umcio 0, a cneporarensHo Oykee S —31. T.e. n=32.

[TocTaBuM B HCXOTHOM CJIOBE B COOTBETCTBHE KKI0W OYKBE UMCIIO:

m —24 =X

n -8 =x

(1) —>20 = X3

p —16 =xy4

Torgay; = (x; + k) mod 32 = (24 +7) mod 32 =31 mod 32 =31 —> s

V=X +tk)mod32=(8+7)mod32=15mod32=15—>n

y3; = (X3 + k) mod 32 = (20 +7) mod 32 =27 mod 32 =27 — bl

y4= (X4 + k) mod 32 = (16 +7) mod 32 =23 mod 32 =23 —> 4

Taxum 00pa3oM, TOIYUHIIH CIIOBO «CIAbLYY

Jlewugpposanue.

Jna nemmm@poBanus HEOOXOAUMO KaXKIOMY CHMBOJIY CJIOBA #1614 MOCTABUTH
B COOTBETCTBHUE YUCIIO:

bl —>31 = Vi

11 —>15 = Y2

bl —27 =vy;

q —>23 = Y4
Torma x; = (y; + (32 —k)) mod 32 = (31 +(32 — 7)) mod 32 = 56 mod 32 =24 — m

X, =(y, + (32 -k))mod 32 = (15 +25) mod 32 =40 mod 32 =8 —>u

x3 = (y3+ (32 —k))mod 32 = (27 +25) mod 32 = 52 mod 32 =20 — ¢

X4 =(y4+ (32 -k))mod 32 = (23 +25) mod 32 =48 mod 32 =16 —» p

[Tonyunnu cimoBo «mu@py, CIEAOBATEILHO MM(PPOBAHUE OBIJIO BBITOJHEHO
PABHIIBHO.

IIndp nmepecTaHOBKH € KJIHYOM — SBISCTCS OJHUM W3 MHOTOYMCIICHHBIX
BUJIOB IHA(PPOB MEPECTAHOBKK (CUMBOJIBI MCXOJHOTO COOOIIEHUSI MEPECTABISIOTCS
10 ONPEIAEIICHHBIM 3aKOHAM ).

JUT IEPECTAHOBKU € KJIHOUOM BbIOMpacTcs K04 — Jr000€e €noBO. CHUMBOJIBI
KJTI04Ya HYMEPYETCS B MOPSAKE ciaeaoBaHus ux B ajdasute. CTpouTcs TaOiMila, B
KOTOPOW KOJIMYECTBO CTOJIOIIOB PABHO KOJIMYECTBY OYKB B Kitoue. MCXOMHBIA TEKCT
BMECTE ¢ MpoOeaMy M 3HAaKaMK MPEMHWHAHUS 3amuchiBacTCa B 3Ty Tabmuny. Ecim
NOCTIECAHSS CPOKA 3aMOJIHEHA HE TOJTHOCTBIO, A0 10 KOHLA CTPOKH 3alHCHIBAIOTCS
JTH00BIE CHMBOJIBI («IYCTBHIIIKMY» ). 3aTéM TEKCT MNEPEMMUCHIBAETCS MO CTOJIOLAM,
YUUTBIBAS NX HYMEPALMIO COTJIACHO KITFOYY.

Hpumep.

BribepeM B KauecTBe KIHOYA CIOBO «urgopmayusy. IIpoHymepyem KiIrod
(mepBasi, W3 MMEKOLIMXCI B KIHOUe, B aldaBure OykBa A, CIEIOBATEIBHO €H
npucBamBacTcs HoMep 1; crienyromas no andasuty Oyksa M, ciienoBarensHo neppast
OykBa M Oyzaer umeth HOMED 2, a BTOpas — 3; gasiee uaet Oyka M, eii mpucBanBaem
HOMEP 4 U T.11.):















Ne5
Hcnonb3ys ko4 7 npoBEaUTE
neumppoBanne nHGOpMaLy,
3aim@ppoBaHHON MeToa0M [le3aps:
xypmy cxpmy M oxT™ pm
XUOMJIMSIT

Ne6
Hcnone3ys kmou 9 npoBeaure
nemmdpoBanue uHpopManuy,
3amm¢ppoBaHHONi MeToaoM Llezaps:
MHO b(puJIif IOHYC, BIIX YIIC OB CXO3bI

Ne7
Hcnone3ys knou 10 mpoeenute
neumppoBanne HHpOpMaLy,
3aim@poBaHHON MeToa0M [le3aps:
KX #iced, OK MBI bIXIIL MXKOIIIb

No8
Hcnonb3ys ko4 7 IpoBEAUTE
nemmdpoBanue uHGopManuy,
3amm¢ppoBaHHONi MeToaoM Llezaps:
OMY MXTISIM ()3BCI, MY By PMM ubCTl

Ne9
Hcnone3ys knwou 9 npoBeaute
neumppoBanne HHGOpPMaLUH,
3aim@poBaHHON MeToa0M Lle3aps:
x4 HCmpuX CXObIe, HITHY HO(Y
LAPBXOBIE

Nel0
Hcnone3ys kimo4u 4 npoBEauTe
nemmdppoBanue uHGopManuy,
3amm¢ppoBaHHOi MeToaoM Llezaps:
pur(TXIIA - CAMPHCABAT IIKATAT CTh]T
K yUIM

Nell
Hcnons3ys knou 10 mpoeenute
neumppoBanne HHGOpMaLUy,
3am@ppoBaHHON MeToa0M [le3aps:
HIBIIHXKYETT OUT MIIBLIMBIEM?
BIBLIOYT

Nel2
Hcnonb3ys Kimo4 5 TpoBEAUTE
nemmdpoBanue uHGopManuy,
3amm¢ppoBaHHONi MeToaoM Llezaps:
y4 UPEM UypIII CEPY, KUPH LIC LPKP

Nel3
Hcnons3ys knwou 6 MpoBEAUTE
neumppoBanne nHHOpPMaLUK,
3aim@ppoBaHHON MeToa0M [le3aps:
poTI IK3PUDK 1 el umB, wdToy yu
WIKPTK

Nol4
Hcnonb3ys kimo4 7 IpoBEaUTE
nemmdpoBanue uHGopManuy,
3amm¢ppoBaHHOi MeToaoM Llezaps:
BXUXSAMM UXIIIIIIBPOM - THIOSMM
(3mT™MITIIITIX

Nels
Hcnons3ys knwou 8 nmpoBeauTe
neumppoBanne nHGOpMaLy,
3am@poBaHHON MeToa0M Lle3aps:
Y (pU3UHA THIIIC - HBIMHB IYUMILT
YIITLIC

Nelé6
Hcnone3ys kmou 9 nposeaure
nemmdpoBanue uHGopManuy,
3amm¢ppoBaHHOi MeToaoM Llezaps:
YbIY XI[YMY [HAACIHAOBI, bIYbI Xi(U
NAE1Z ()51




IIpakTuyeckas padora Ne3

Tema: U3yuenue metonos mudposanus. [ndpel 3aMeHbl 1 UQPBI TEPECTAHOBKH.

Henawb padorei: HayuuTcs npuMeHATh HAQPHI 3aMEHBI ¥ U (PBI NEPECTAHOBKU AJIsI
mH(pPOBAHUS TAHHBIX.

Hopsiaok BeInoIHeHUs1 padoOTHI.

1. 3anucarpb B TETPaau TEMY W LENH PAOOTHI.

2. O3HaKOMHTCS C TEOPETHUECKUMU CBEACHUSMHU.
3. BrmmoaHuTs 3a1a0us

4. OpopMHUTH OTUYET

Teopernuyeckue cBeACHUS.

IHIn¢gpob1 3amenbl

1. Ilonmubnanckmii kBagpart. [Lndp n3006peTeH rpeyeckumM rocynapCcTBEHHBIM
AesTeneM, noJakoBoAueM 1 uctopukom Ilomubuem (111 Bek o H.3.). [IpumeHUTENBHO

K pycckoMy angaBuTy CyTh IIM(POBAHUS 3aKIOYaIach B cieayromeM. B kBaapar

6X6 BBHIMKUCHIBAIOTCS OYKBHI.

1121314 | 5|6
T1A |B |B [T |4 |E
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oM (W Wb |Bl|b
Gl [ A [- |- |-

Puc.1. Tabnuna mudpozamen ajs moJuOMaHCKOro KBajapara

[Mngppyemas Oykpa 3aMEHSETCS HA KOOPAMHATHI KBajapaTa (CTPOKa-CTOJIOEI), B
KOTOPOM OHa 3anucaHa. Hampumep, ecnu ucxoaHoe coodmenne « ABPAMOBY, To



mmdporpamma — «11 12 36 11 32 34 13». B JlpeBHeir ['peumm cooOuieHus
NEPEAABAIUCH C MOMOUIBI0 ONTHYECKOro Tenerpada (¢ momouibio ¢akenon). Js
KOKIOH OyKBbl COOOIIECHUS B Hauale MOJHUMAIOCh KOJIMYECTBO (DaKesos,
COOTBETCTBYIOILLEE HOMEPY CTPOKK OYKBBI, 4 3aTEM HOMEPY CTOIOLA.

2. Uudpyrwmas cucrema Tpucemyca (Tpuremmsi). B 1508 r. ab0ar u3

I'epmanuu MoranH TpuceMyc Hamucaa MEYaTHYK padOTy MO KPUITOJOTMH TMOJ
Ha3zBanueMm «llonurpadus». B 3Tol KHUre OH BHOEPBbIE CUCTEMATHYECKU OMMUCAI
OpUMEHEHNE MWHQPYyommMX TaOnuL, 3anojJHEHHBIX an(aBUTOM B CIy4YailHOM
nopsake. st mosydeHust Takoro mm@pa 3aMeHbl 00BIYHO MCTIOJIB30BAJIMCH Ta0JIALA
Ui 3anucu OykB andaBuTa W KIOYEBOE €lOBO (Mnau (paza). B tabnuiy cHavana
BIIUCHIBAJIOCh TI0 CTPOKAM KJIFOYEBOE CJIOBO, MPHYEM MOBTOPSIOMMECT OYKBBI
O0TOpachIBAIMCH. 3aTeM 3Ta TaONHIA JONOJHANIACh HE BOLICAUIMMHM B Hee OyKBaMu
andasuta no nopsaaky. Ha puc.6 wmzoOpakeHa Tadauia ¢ KIFOYEBBIM CJIIOBOM
«JIAJTAHAY.
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Puc.2. Tabnuna mmdpozamen ans mmdpa Tpucemyca

Kaxxnmas OykBa OTKPBITOr0 COOOIIEHUS 3aMEHsIETCS OYKBOH, PACIONOXKEHHOH MO
HEll B TOM ke cronOue. Ecim OykBa HaxXOAWTCS B MOCIHEAHEH CTPOKE TaOJIMLbI, TO
g ee mupoBaHus OEPyT CaMyr0 BEPXHIOK OYKBY cTosOna. Hanpumep, ncxomHoe
coobmenne KABPAMOBY, 3ammdposannoe — K3LDKY DMy,

IHoaurpammubie WHPPHI 3aMeHbI - UPPBI, KOTOPBIE LIU(PYIOT cpa3y rpymibl
(OJT0KM ) CUMBOJIOB.

3. llludp Playfair (anrn. «Yecrnas wurpa»). bein m3oOperen B 1854 r.

Yapas3oM YUTCTOHOM, HO Ha3BaH uMmeHeM Jjiopaa Jlaiiona Ilnelidepa, xkoTopbiid
BHEAPUJ JaHHBIA mWHQP B TOCYyAApCTBEHHBIE CIykObl BemukoOputanuu. OH
UCIOJB30BAJICS aHrmu4YaHaMu B llepBoii MmupoBoii BoiiHe. [lIndp npeaycmarpuBaet
mudpoBaHue mnap CcUMBOJIOB (Ourpamm). Takum oOpasom, stoT muepp Oonee
YCTOHYMB K B3JIOMYy 0O CPAaBHCHHIO € INA(POM MPOCTOH 3aMEHbI, TaK Kak
3aTPyAHSETCS 4YacTOTHBIA aHaimm3. OH MOKeT OBbITh MPOBEACH, HO HE i 26
BO3MOKHBIX CHMBOJIOB (JIaTUHCKWH an(aBuT), a A 26 x 26 = 676 BO3MOXKHBIX
OurpamMM. AHanM3 4acTOTHl OMTPaMM BO3MOXKEH, HO SIBIIICTCS 3HAYUTEIBLHO OoJiee
TPYAHBIM U TPEOYET HAMHOTO OOJIBIIEr0 00BbeMa 3aU(POBAHHOTO TEKCTA.

Jlis mdpoBanus cooOImeHnsT HEOOXO0AMMO pa3OUTh €ro Ha OMrpaMMBbl (TPYIIIBI
U3 JBYX CHMBOJIOB), MPU OTOM, €CJIM B OUrpaMMe BCTPETATCS BA OJUHAKOBBIX
CUMBOJIa, TO MEXIYy HUMHU J00ABISETCS 3apaHee OrOBOPEHHBIN BCIOMOTraTeIbHBIN
cuMBOon (B opurmHanie — X, ana  pycckoro andasura - $). Hampumep,
«3amm(ppoBaHHOE COOOLICHUE» CTAHOBUTCA «3a K (p OB aH HO ec 0¥ 00 wmwe Hu






OykBel B TMOPSIAKE WX OUYEPEAHOCTH B andaBuTe, BO BTOPOM — Ta XKe
NOCTIEA0BATENBHOCTE OYKB, HO C LIMKIMYECKAM CABMIOM HA OJHY MO3HMLUIO BIEBO, B
TPEThEH — C IMKIIMYECKUM CIIBUTOM Ha JABE IMO3WLIUW BIEBO U T.J.
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. Tabnuia Tpucemyca
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31ech mepBas CTPOKA SBISCTCS OJHOBPEMEHHO WM CTPOKOH OyKB OTKPBITOTO
Tekcra. [lepBas OykBa Tekcta mmdpyercs mo mepBoil CTpoke, BTOpas OykBa MO
BTOPOM M TaK Jajiee MoCae UCTIONB30BAHMUS MOCTIEAHEN CTPOKM BHOBb BO3BPALIAOTCS

K nepBoi. Tak coobmenne « ABPAMOB)Y npuodperer Bua « ABTITPYWy.
5. Cucrema mm¢pposanuss Bukenepa. B 1586 r. ¢panmy3ckuii aumiomar

bnies Buxkenep npencrasui nepen komuccueit I'enpuxa Il onucanue mpocToro, HO
JIOBOJIBHO CTOMKOTO MM (pa, B OCHOBE KOTOPOTO JNEKUAT Tabnuna Tpucemyca.

[lepen wmdpoBanvieM BbIOMpacTCs K04 M3 CHMBOJOB andasuta. Cama
npoueaypa wudpoBaHus 3aKIF0YACTCS B cieaytomeM. [10 1-oMy CHMBOY OTKPBITOTO
COOOIICHHS B MEPBOM CTPOKE OMPEAENSIETCS CTOIOCI, a 0 1-OMYy CUMBOJY KJIl0Ya B
KpaiiHEM JIeBOM CTOJIOIE — cTpoka. Ha mepeceueHun ctpoku u crosdua Oyjaer
HAXOAWTBCS 1-blii CUMBOJI, MOMENIACMbIi B mm@porpammy. Ecim amuHa Kirouda
MEHBIIE COOOWIEHWS, TO OH MCHOJB3YyeTCs NOBTOPHO. Hampumep, uCXoaHOE
coobmienne «KABPAMOBY, kiirou — «/ISAJIMHA», nmpporpamma — « JTAGUIITONK».

CrpaBeJIMBOCTH paaM, CIAEAYET OTMETHTh, YTO AaBTOPCTBO JAHHOro mudpa
NPUHAIEKUT uTanesany /[xoBanHu batrcra benna3o, koTopelit onucan ero B 1553
r. UcTopust «1pOMrHOpHpOBAIA BXHBIA (akT U Ha3Basia mm@p nMeHeM BrbkeHepa,
HECMOTPS Ha TO, YTO OH HUYETO HE CAENal Ui €ro co3ganus». bemnazo npeaioxut
HA3bIBATh CEKPETHOE CJIOBO WK (ypa3y mapoJaeM (UT. password; ¢p. parole - ciioBo).












3. HeoOxoaumo 3ammdpoBarb (paMuwinie U UMS C MOMOIIBIO

I QpoB:

[1pu

TaOIMYHOM MapIIPYTHOM EPECTAHOBKH,,

MAGPHI ¢ KCIIOJIB30BAHUEM TPEYTOJIHLHHAKA.

Marvy4eckuii kBaapar (pa3mep kBaapara - 4x4),

JIBOMHOM NEPECTAHOBKH.

oOopMJIEHUM OTYE€Ta HEOOXOAUMO MPUBECTU HCXOJAHOE

CIIE Ty FOTITIX

COOOILIICHHE

(pammmro wnu GaMuIMIO W UMSs), TaOJMLBbI, KIFOYEBBIE CIOBAa (BBIOMPAKOTCS
OPOU3BOJIBHO), MAapIIPYThl BIWCHIBAHMS W  BBITUCBIBAHMS, 3allM(PpPOBAHHOE
COOOLICHHE.



IIpakTu4yeckast paGora Ne 4
Tema: N3y4enne MeToa0B mn@ppoBanusi. AJIUTHBHBIC (P PLL

Heans padorel: U3yunTs aJANTHBHBIC METO/AbI IIH(PPOBAHUA HA NPUMeEpe
aJJIMTUBHBIX M (QpoB.

IHopsinok BeINMOJIHEHUs1 padoThI.

1. 3ammcate B TETpaay TEMY M LETb PAOOTHI

2. O3HaKOMHUTCA C TEOPETUYECKUMHU
CBEICHUSIMH.

3. BrmmonHuTs 3a1aHUs

Teoperuyeckue cBeACHUS.
B anguTHBHBIX M (pax UCMOIB3YETCS CIOKEHHUE MO MOAYJH0 (mod)
UCXOJIHOTO COOOIIEHUSI C TaMMOM, TPEACTABJICHHBIX B YMCIOBOM BUAC. HamomHuM,

YTO PE3YyIBTATOM CIIOKECHHS JBYX LENBIX YHCEN MO MOMYJIO SBISETCS OCTATOK OT
nenenus (Hampumep, 5+10 mod 4 = 15 mod 4 = 3).
B nwureparype mm@pel 3TOro Kimacca 4YacTO HA3bIBAlOT MOTOKOBBIMH.

CTOHKOCTh 3aKpbITUS ATHUMH HppaMu  ONPEACHsCTCS, T[JaBHBIM 00pa3oM,
KQYeCTBOM TaMMbI, KOTOPOE€ 3aBUCHT OT [UIMHBI TEPUOJA W  CIYyYAWHOCTH
pacnpenencHus o nepuoay.

JIVINHOI0 MEePHOJA raMMbl HA3bIBACTCS MUHUMAIBHOE KOJIMYECTBO CUMBOJIOB,
MOCJIE KOTOPOro MOCHEI0BATENBHOCTh HU(PP B TraMM€ HAUMHACT MOBTOPSTHCS.
Cay4aiiHOCTH pacnpefesieHiusi CHMBOJIOB MO0 MEPHOAY O3HAYAET OTCYTCTBHE
3aKOHOMEPHOCTEN MEXKAY TOSBICHUEM PA3JIMYHBIX CUMBOJIOB B IIPEAECIIAX MEPUOAA.

[To nnuHEe nepuoma pas3IMYarOTCs TaMMBl C KOHEYHBIM U 0€CKOHCYHBIM
nepuoaom. Ecnu nnuHa nepuoja raMMbl MPEBBIMIACT JJTMHY MIU(PPYEMOro TEKCTa,
raMmma sIBJII€TCS UCTHHHO CIy4YailHON M HE MCMOJIb3yeTCsl s IU(POBaHUS JPYyTUX

COOOMICHUI, TO Takoe NpeoOpa3oBaHUE  ABJSIETCS  AaOCOIOTHO — CTOMKHM

(coepieHHbIM mUdp). Takoil mudp HENB3s BCKPHITh HA OCHOBE CTATUCTUYECKON

00paboTKN MU (PpPOrpamMMmBblL.



Caoxkenne mo MoayJsar N.

B 1888 r. ¢panuy3 mapku3 ne Buapu B OOHOH W3 CBOMX HAyUYHBIX CTaTCi,
NOCBSIIECHHBIX KpunTorpaguu, A0Ka3aja, 4YTO 0OpPH 3aMeHe OYKB HCXOAHOIO
COOOIIEHUS U KJTFOUa HA YMCIIa CPABEAIMBbI POPMYJIbI

C = (Pi + Ki) mod N, (1)

P, = (Cl + N - Ki) mod N, (2)

rae Pi, C; - 1-blif CHMBOJ OTKPBITOTO M IU(POBAHHOTO COOOIIEHMS;

N - KOJTMYECTBO CUMBOJIOB B JIpaBUTE,

K; - 1-p1if cumBoOST rammel (knrova). Ecam ayinHa raMMbl MEHBILE, YEM JITMHA
COOOIIEHUS, TO OHA UCTIONIB3YETCSI IOBTOPHO.

JlanHbie (OpMYJIBI TO3BOJISIOT BBHIMOIHUTH 3amu(poBaHue / pacuimppoBaHUE
no Bwkenepy npu 3aMeHe OyKB an(paBuTa 4MCIaMH COTJIACHO CIEAYIOUICH Tabinne
(MPUMEHUTENTLHO K PYCCKOMY aJI(paBUTY):

alE[B[T[AlE[E[]s U [A[[n[M[H[O|N]|P|C]T|v[e[x[u[4][W]W]blb[B]3[l0]A
ol1]2[3l4|5|6|7|s8]|9|0[11]12[12]14]15]16]17|18]19]20(21]22[23[24 25| 26|27 |28 [29[30|31|32
Puc.1. Tabnuna koaupoBaHusi CHMBOJIOB

Hanmpumep, mns mmdpoBanus ucnonwb3dyercs pycckuid andasur (N = 33),
oTkpbiToe coobuieHne — «ABPAMOB», ramma — «KYPUXWH». Tlpu 3amene
CUMBOJIOB Ha uuciia OykBa A Oyxaer npeacraBieHa kak 0, b — 1, ..., S — 32,
PesynbTar mmdpoBanus nokasad B ClICAYIOLIEH TaOauLe.
Taonuuna 1. Ilpumep anauTUBHOTO M(POBAHKS O MOAYJIO N

OTEPRITOMD A B F A M O B
coobleHwA, P, 0 17 0 13 15 2
S K y = ¥ ® " H
= rammil, K
= 7 20 17 g 22 g 14
- . H b E 11 B Y M
LLI A orpammbel, L

CioxkeHue mo MoayJao 2.

SIBNSETCS YaCTHBIM CIYyYaeM NOPEAbAYIIEro mudpa W HMCIOIb3YETCS MpH
mHU(PPOBAHUM B ABTOMATH3MPOBAHHBIX cHcTeMax. CHMBOJIBI TEKCTA W TaMMBbI
NPEICTABISIFOTCS B JBOMYHBIX KOJAX, 4 3aTeM KaXKAas napa ABOWYHBIX pa3psiaoB
CKJIaABIBAETCS MO MOAYJIIO 2 (@, uis OyleBBIX BEMYMH QHAJIOT 3TOH ONEpauuy —
XOR, «Hckmouaromee HMJIW»). [lpouenypbl mmdpoBanus w aemrdpoBaHus
BBITIOJTHSAOTCS MO CIEAYOMMM (popmyam

Ci = Pi Ki, (3)

Pi = Ci Ki. (4)

[lepen wmirocTpauueil MCnonp30BaHWs MU(ppa NPUBEAEM TaOIUIy KOAOB
cumBoJ0B Windows 1251 1 ux ABOMYHOE NPEACTABICHHUE.







IIpakTu4yeckast paGora Ne S

Tema: [[ludpoBaHue ¢ OTKPHITHIM KIFOYOM

ean padorbi: Hayunthcs mmpoBaTh JaHHBIE ¢ MOMOIIBIO METOA M (PPOBAHUS C
OTKPBITBIM KJTFOUOM.

Hopsiaok BeINoOJIHEHUs1 padOTHI.

. 3anucarh B TETPaJu TEMY U LIETb PadOTHI

. O3HaKOMMTCS ¢ TEOPETUUECKUMH CBEJICHUSIMU
. BBINOJIHUTE 3a1aHUs

. ObopMuTh OTYET

T S A

3ananust k padore
Heobxoaumo 3ammdpoBath CBOK (PaMUJIUIO ¢ TOMOIIBIO CAEAYOMMX MU (POB:

- anroput™Ma RSA
- QITOpUTMA HAa OCHOBE 3aJaud 00 VKIaaKe

paHua,
- aroput™a mugpoBaHus Dab-1"amans.

[Ipn odopmiicHMu oT4YeTa HEOOXOAMMO NPUBECTH HCXOJHOE COOOIICHUE
(pamunro) U TaONMIBI FeHEpauuu KiroueH, mm@poBanus u pacimdpoanus. s
NEPBOTO M TPETHEr0 CHOCOOOB MPHHATH, YTO KOJA CHUMBOJIA COOTBETCTBYET €r0
NOJIOKEHUIO B ali(paBUTE, JUIsl BTOPOrO — B COOTBETCTBHM C KOAMPOBKOW Windows
1251.



Tadonmnal. Koasl cumBosioB Windows 1251 n ux 1BOMYHOE NpPeCTABICHHE

Eykea Dec-Kon EBin-kon EBEykea Dec-kon EBin-kon BEykea Dec-Kon EBin-kon
A 192 1100 0000 N 203 1100 1011 L 214 1101 0110
B 193 1100 00071 ! 204 1100 1100 Y 215 1101 0111
B 194 1100 0010 H 205 1100 11071 L 216 1101 1000
r 195 1100 0011 o 208 1100 1110 L 217 1101 10071
A 196 1100 0100 M 207 1100 1111 =) 218 11011010
E 197 1100 01071 P 208 1101 0000 bl 218 1101 1011
H 198 1100 0110 C 209 1101 00071 b 220 1101 1100
3 199 1100 0111 T 210 1101 0010 = 221 1101 11071
1 200 1100 1000 Y 211 1101 0011 O 222 1101 1110
7 207 1100 10071 i 212 1101 0100 A 223 1101 1111
K 202 1100 1010 X 213 1101 01071

Teopernueckue cBeAeHUs

['maBHas mpoOnemMa HCMONB30OBAHMS  OJHOKIFOYEBBIX  (CUMMETPHYHBIX)
KPUOTOCUCTEM 3aKJIIOYACTCS B pacnpeAcsicHuu Kirouei. s Toro, 4roObl Obul
BO3MOKEH OOMEH HMH(OpMALUCH MEKIY JBYMs CTOPOHAMH, KIIFOY JOJDKEH OBITh
CTCHEPUPOBAH OJHOW M3 HMX, & 3aT€M B KOH(PHUICHUMAIBHOM NOPSAIAKE MEPENaH
apyroid. OcoOyro oCTpoTy JaHHas mpoOsiema mnpuoOpena B HAIKA JHH, KOTAa
kpuntorpadus crana oOmeT0CTyTHOM, BCIEACTBUE YEr0 KOJMYECTBO MOIB30BaTENCH
OONBIINX KPUNITOCHCTEM MOKET UCUUCISATHCS COTHAMH M THICSIYaMU.

Hauano acumMmerpuunsiM mmmdpam ObuUt0 MONokeHO B padore «HoBbie
HANpaBJICHUST B COBPEMEHHON Kkpunrorpapuny Yurpwiga [dupdm m Mapruna
Xennmana, onyOonukoBaHHOM B 1976 roay. Haxomsice moa BiavsinueM padboTel Panbda
Mepxkne (Ralph Merkle) o pacnpocTpaHeHHH OTKPBITOTO KJIHOYa, OHU MPEUIONKUIH
METOJl TOJNYYEHUST CEKPETHBIX KJIKOYEH JIs CUMMETPUYHOrO IU(POBAHHUS,
UCIOJIb3Ysl OTKPBITEIA KaHal. B 2002 rogy XemuiMaH npeajioxKuil Ha3blBaTh JAHHBIN
anroput™ _«Jlupdu - Xennmana - Mepkaey, npu3HaBas BkiIaag Mepkie B
n300peTeHre KpunTorpaguu ¢ OTKPBITHIM KITFOUOM.

Xots padora Jluddu-Xemmana co3nana O0JBIIOH TEOPETHUECKUAN 3a€M IS
OTKPBITOM KpunTorpaguu, NepBoil peasbHOW KPUIITOCUCTEMOM C OTKPBITBIM KIHOYOM
cuntaroT anroput™ RSA (Ha3zBaHHBIN Mo uMeHn aBTOPOB - PoH Pueect (Ronald Linn
Rivest), Amu lamup (Adi Shamir) u Jleonapa Anneman (Leonard Adleman) u3
Maccauycerckoro Texnonornueckoro Mucruryra (MIT)).

CrpaBeJIMBOCTH Paay CIEAYyET OTMETUTh, 4TO B nekadpe 1997 roma Obina
oOHapooBaHa MHGOPMAIIMS, COTJIACHO KOTOpoil Oputanckuii marematuk Knuddopn
Koke (Clifford Cocks), paGotaBmmii B neHTpe npaButenbCcTBEHHON cBsizn (GCHQ)
BenmukoOputanun, ommcan cucreMmy, aHanormunyro RSA, B 1973 romy, a
HECKOJIBKMMM MecsnamMu noke B 1974 rogy Manmbkonsm BunibsiMcoH u300pen
MATEMATHYECKANA aNrOPUTM, aHAIOTMuHBIA anroput™my Jupdu — Xennmana -
Mepkie.

Cytp mmppoBaHHsi C OTKPBITBIM KIKOYOM 3aKIKOYACTCS B TOM, 4YTO MJIs
mHU(PPOBAHUS JTAHHBIX MCIOJIB3YETCS OJUH K04, a I pacu@poBaHUsl IPYyroi
(MO3TOMY TaKHE CUCTEMBI YAaCTO HA3bIBAIOT ACCUMETPUYHBIMH ).




OcHoOBHasl MpPeANOCHUIKA, KOTOpas NPHUBEJA K MOSBJICHUAIO IHA(PPOBAHUS C
OTKPBITBIM KJTFOYOM, 3aKJIFOYaJIOCh B TOM, YTO OTIPABHUTEINbL COOOIIEHUS (TOT, KTO
3amm(ppoBBIBACT COOOLICHUE), HE O00A3aTENBHO JOJDKEH OBITH CHOCOOEH €ro
pacmm(poBbBaTh. T.e. naxe WMes UCXOAHOE COOOULICHHE, KIIKOY, C IMOMOIIBIO
KOTOPOr0 OHO MMU(POBATIOCh, W 3HAs AJITOPUTM MU(POBaHUS, OH HE MOMKET
pacium@ppoBarh 3aKPHITOE COOOIIEHUE O€3 3HaHU KITF0Ya paciupoBaHUsI.

[lepBblid K104, KOTOPBIM IMU(PPYETCS HCXOJHOE COOOIIEHUE, HA3bIBACTCS
OTKPBITBIM W MOXET OBITb ONYOJMKOBaH JJii  HCIOJIB30BAHHMS  BCEMH
NOJIb30BATENSIMA CUCTEMBI. Pacim@poBaHne ¢ MOMOILIBIO 3TOTO KIt0Ya HEBO3MOKHO.
Bropoii ko4, ¢ MOMOLIBO KOTOPOro AcmM(pPyeTcss COOOIIEHUE, HA3BIBACTCS
CEKPETHBIM (3aKPBITHIM) M JOJKEH OBITh MU3BECTEH TOJBKO 3aKOHHOMY IMOJIYYATETHO
3aKPBITOrO COOOLIEHUSI.

AJTOpUTMBI IIA(PPOBAHKS C OTKPBHITHIM KJIFOUOM MCHOJB3YIOT TAK HA3bIBAEMBIC
HEOOpAaTUMBbIE WM OJTHOCTOPOHHUE (PyHKIMU. OTH QYHKIMKA 00JaJAr0T CIECAYIOMNM
CBOWMCTBOM: ITPH 3aIaHHOM 3HAYECHHUU aPTYMEHTA X OTHOCUTENILHO MPOCTO BBIYMCIIATH
3HaueHUe (PyHKIMU (X), OJTHAKO, ECIIM U3BECTHO 3HaYcHHE QyHKIUM y = f(X), TO HET
OPOCTOrO MYTH AJIsE BEIYMCIICHHS 3HaueHus: aprymenTa X. Hanpumep, ¢pynkums SIN.
3Has X, Jierko Haitm 3HayeHwe SIN(x) (mampumep, x = w, torma SIN(w) = 0).
Onnako, ecimm SIN(x) = 0, 0JHO3HAYHO ONPEACTUThH X HEJb3s, T.K. B 3TOM CJIy4ae X
MOKET OBITH JIFOOBIM YHUCJIOM, ONMpeAcaseMbIM Mo dopMmyie i * w, rae i — 1menoe
YHCJIO.

OpHako He Besgkas HeoOpartumass (GyHKUOUsST TOAUTCS Ul MCIOJIBb30BAHUS B
peanpHbIX KpunTocuctemax. B ux uncne u pynkuus SIN. Crnenyer Takke OTMETHUTS,
4Yr0 B CAMOM  ONPEACTHEHUM  HEOOpaTUMOCTH  (YHKIHMH  MPUCYTCTBYET
HeonpeaeneHHocTb.  [log  HEoOpaTMMOCTBEO MOHMMACTCA HE  TEOPETHUYECKAst
HEOOPATUMOCTh, & MPAKTHYECKAs] HEBO3MOXKHOCTh BBIUYMCIMTE OOpPAaTHOE 3HAYCHHE,
WCIOJIb3YSl COBPEMEHHBIC BBIUYMCIIMTEIBHBIE CPEACTBA 3a OOO3PUMBIA HMHTEpBAI
BPEMCEHHM.

[ToaToMy 4TOOBI TrapaHTUPOBATH HAACKHYKO 3alMTy HHPOpPMALMH, K
KPUOTOCUCTEMAM C OTKPBITBIM KJIIKOYOM NPEIBSABISIOTCS ABA BAKHBIX W OUEBHIHBIX
TpeOOBaHMSA.

1. IIpeoOpazoBaHre MCXOTHOTO TEKCTA JOKHO OBITH YCIOBHO HEOOPATHMBIM
Y UCKJIKOYATh €r0 BOCCTAHOB-JICHAE HA OCHOBE OTKPBITOTO KIIFOYA.

2. OnpeneneHne 3aKpbiTOTO KIH04a HA OCHOBE OTKPBITOTO TAKXKE JOJIKHO OBITh
HEBO3MOKHBIM Ha COBPEMEHHOM TEXHOJIOTUYECKOM YPOBHE.

Bce mnpennaraemble  CErogHsi KPHUINTOCUCTEMBI C  OTKPBITBIM  KITFOUOM
OTMUPAKOTCS HA OJMH U3 CIAEAYIOLIMX THIIOB OAHOCTOPOHHHUX NMPeoOpa3oBaHMI.

1. PaznoskeHre OONBIINX YMCENT HA TPOCTHIE MHOYKUTENN (aITOpUTM RSA).

2. BblunclieHME AMCKPETHOro Jorapudma WM AUCKPETHOE BO3BEACHUE B
creneHs (anroput™ Jinddu-Xenamana-Mepkie, cxema Diib-1"amans).

3. 3ajava 00 yknajKe prok3aka (paHna) (aBTopbl Xeamad U Mepkin).

4. BerunciieHue KOpHE# areOpanyecKuX ypaBHEHUI.

5. Ucnonp30BaHUE KOHEUHBIX aBTOMATOB (aBTOP Tao Penxkn).

6. cnonp30BaHuE KOJOBBIX KOHCTPYKIIUH.

7. Ucnioyib30BaHKE CBOMCTB JIIITUIITUYECKUX KPUBBIX.







rae T, C - 4uCIOBBIE SKBUBAICHTHI CHMBOJIOB OTKPBITOTO W MIM(POBAHHOTO
COOOLICHNS.

[Tpumep mmdpoBanus no anroputmy RSA mpuBeneH B crieayromei Tadbauiie.
Koapl OyKB COOTBETCTBYIOT UX MOJIOKECHHUIO B PyCCKOM andaBute (HaunHas ¢ 1).

TaOnuua 3. llpumep mmdposanus no aaropurmy RSA

OTkpbIToe coobleHme, CUMBON A = F A o O
T Kop 1 2 18 1 14 16 3
Wupporpamma, C =T mod 971 1 32 44 1 14 T4 61
OTkpeIToe coobllerys, T = C2 mod 91 1 2 18 1 14 16 3

Cnenyer OTMETHTh, YTO P U ( BBIOMPAKOTCA TakKuM 00pazoMm, 4ToObl n OBLIO
Oonblre KoAa JIFOOOro CUMBOJIA OTKPBHITOTO COOOMEHHs. B aBTOMaTHM3MPOBAHHBIX
CUCTEMAX MCXOJHOE COOOIIEHUE MEPEBOIUTHCS B ABOMYHOE MPEACTABICHUE, MOCIIE
4ero mu(poBaHUEe BBINOIHAETCS HaA OJokaMu OUT, paBHOM nnuHbL. [Ipy 3TOM 1uIHHA
OJ10Ka A0JKHA OBITh MEHBIIIE, YEM JJTMHA IBOMYHOTO TPEICTABICHHUS N.

B 3aknroueHuu cnenyer OTMETUTh CTOMKOCTH JAHHOro airoputma. B 2003 r.
Anu [lamup u Opan Tpomep pazpadotanu cxemy ycrporictea TWIRL, koTopoe npu
croumocta $§ 10 000 moxxer nmemudposars 512-6uTHbIH KiTtod 3a 10 MUHYT, a TipH
croumoctd $ 10 000 000 — 1024-OUTHBINA KIIIOY MEHBIIIE, YeM 3a roJ. B HacTosdIee
Bpemsi Jlaboparopusi RSA pekoMeHIyeT WCnoyib30BaTh KIKOYM pazMepoMm 2048
OHTOB.

AJITOPATM HA OCHOBE 331241 00 YKJIaJKe paHua.

B 1978 r. Mepkib 1 XenaMaH NpeuioKuIA UCIOb30BaTh 3aAa4a 00 YKIaaKe
paHLa (proK3aka) Juisi aCUMMETPUYHOTO mrdpoBanus. OHa OTHOCUTCS K Kiaccy NP-
NOJHBIX 3a7a4 M QopMmynupyercs ciaeayromuM o0pa3oM. JlaHO MHOXKECTBO
OPEIMETOB Pa3IMYHOro Beca. CrpammBacTcs, MOYKHO JIA MOJOKUTh HEKOTOPBIE U3
ATUX NPEIMETOB B PAHELL TaK, YTOOBI €T0 BEC CTal PABEH ONPEACTICHHOMY 3HAYECHUIO?
Bonee ¢popmanbHo 3ana4ya popmyaupyercs Tak: AaH HaOOp 3HaueHuit My, My, ..., M,
¥ CYMMAapHOE 3HaYeHHE S; TPeOyeTCs BBIYMCINTD 3HAYCHUS b; Takue 4TO

S= b1M1 + b2M2 + ..t bnMn, (3)

1€ N — KOJIMYECTBO MPEAMETOB;

b; - OMHapHBIA MHOKUTEB. 3HaUeHUE b; = 1 03HAYAET, 4TO MPEAMET 1 KJIaayT B
prok3ak, b; = 0 - He KIaayT.

Hanpumep, Beca nmpeameToB uMerot 3HaueHus 1, 5, 6, 11, 14, 20, 32 u 43. Ilpu
3TOM MOKHO YIAaKOBaTh PIOK3aK TaK, 4TOObI €ro BEC CTajl PaBeH 22, MCIOJIb30BAB
npeaMeTel BecoMm 5, 6 u 11. HeBo3MOXKHO ymakoBaTh PHOK3aK Tak, 4TOOBI €ro BEC
cTan paBeH 24.

B ocHOBe anroputMa, npemiosKeHHOro Mepkiom U XeaIMaHoM, JIEKUT UAes
muppoBaHusl COOOLIEHUST HA OCHOBE PEIICHUS CEpUM 3a7a4 YKIAJKH PaHIIA.
[TpeaMeTbl M3 Ky4dd BBIOMPArOTCS C MOMOLIBKD OJIOKA OTKPBITOTO TEKCTA, IJIMHA
KOTOporo (B OWTax) paBHA KOJMYECTBY NOpeaAMETOB B Kyde. [lpm 3TOM OuMTHI
OTKPBITOIO TEKCTa COOTBETCTBYIOT 3HAUEHUsIM b, a TEKCT SBISECTCS NOTYYEHHBIM
CyMMapHbIM BecoM. [IpuMep mmdporpaMMsl, MOTYYEHHOH ¢ MOMOLIBIO 3a1aud 00
YKJIAQJKE paHla, MOKa3aH B CICAYIOMIECH Tabmuue.




TaOnuua 4. llpumep mndpoBanus HA OCHOBE 3a1a4H 00 YKJIAJAKe PaAHLA

CTHpeMeM TEKCT (1110 0 1 0O O o101 1 0 0 1 ooo0o o 0 0 o
Prokaatk (KHod) 1 5 6 11 14 20 32 43 1 5 a8 11 14 20 32 43 15 a6 11 14 20 32 43

Wvpporpamma |32 (1+5+6+20; 73 (5+11+14+43; a

CyTb UCNIONB30BAHUS TAHHOTO MOAX0a JUIsl IHA(PPOBAHUS COCTOUT B TOM, YTO
HA CaMOM JeJie CYIIECTBYIOT JIBC Pa3jMuYHbIC 3aJa4M YKIAJIKW PAaHLA - OJHA U3 HUX
PEIIAETCS JIETKO M XaPAKTEPU3YETCS JIMHEWHBIM POCTOM TPYAOEMKOCTH, a JApyras,
KaK MPHHATO CUUTarh, HET. JIErKWd Ui YKIAJKM PAHEL MOXKHO NPEBPATUTH B
TPYAHBIA. Pa3 Tak, TO MOYXHO MPUMEHUTH B KQUECTBE OTKPBITOTO KIIHOYA TPYIHBI
JUIS  YKJIQJKH pPaHel, KOTOPBIA JIETKO WCHOIBb30BaTh Ui [U(POBAaHUS, HO
HEBO3MOXKHO - JUIsl ACM(POBAHMA. A B KAUeCTBE 3aKPBITOTO KIHOYa NPUMEHHTH
Jerkuii Ui YKJIQJAKW PaHEl, KOTOPBIA MPEAOCTABISIET MPOCTOM  CHOCO0
nenm@ppoBaHus COOOIIEHHUS.

B kadecTBe 3aKphITOr0 KJIKOYA (JIETKOrO AJIs YKJIAAKH PaHUA) MCIOJIb3YETCs
CBEPXBO3pacTarolias MoCaeA0BaTENbHOCTE.  CBepxBo3pacTaomeii  Ha3blBACTCS
NMOCJIeI0BATEIBLHOCTh, B KOTOPOH K&Kl MOCICAYIOIIMA 4jeH OOMbIIE CYMMBI
BCEX Mpeaplaymmx. Hanpumep, nocinenoparenbHocTh {2, 3, 6, 13, 27, 52, 105, 210}
SBIIIETCS CBEpPXBO3pactaroieii, a {1, 3, 4,9, 15, 25, 48, 76} - Her.

Pemenne misg  cBepXBO3pacTaromiero paHia HaWTh Jerko. B kadectse
TEKYILIET0 BBIOMPACTCS TOJIHBIA BEC, KOTOPBIA HAI0 MOMYYUTh, U CPABHHUBACTCA C
BECOM CaMOro TSHKENIOr0 mpeaMera B paHue. Ecim TeKynmii BeC MEHbIIE Beca
JAHHOTO TPEAMETA, TO €ro B PIK3aK HE KIQAyT, B MPOTUBHOM CIy4yae €ro
YKJIQIbIBAIOT B PIOK3aK. YMEHBIIAKOT TEKYIIUI BEC HA BEC MOJIOKEHHOTO NPEAMETA U
NEPEXOAT K CICAYIIEMY MO BECy MNPEeAMETYy B mocieaoBarenbHocTh. [llarm
NOBTOPSKOTCA A0 TEX MOP, MOKA NPOLECC HE 3aKOHUMTCA. Ecnm Tekymui Bec
YMEHBILIUTCS 0 HYJIS, TO PEIICHUE HAWAEHO. B MPOTUBHOM ClTy4ae, HET.

Hanmpumep, nycte monHblii Bec prok3aka paBeH 270, a MOCIEa0BaTeIbHOCTD
BECOB MPEIMETOB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Campiit 6ombmoii Bec — 210.
On Mmenbie 270, nosromy npeamer BecoMm 210 knaayt B prok3ak. Berauraror 210 u3
270 n mosyvarot 60. Cneayromuii HanOOJIBIINI BEC MOCIEA0BATENLHOCTH paBeH 105.
On Gonbwe 60, mosToMy npeameT BecoM 105 B prok3ak He knaayT. Creayromui
CaMbIi TsHKEBIA peameT umeeT Bec 52. OH MeHbiue 60, To3TOMY MPEAMET BECOM 52
TAKXKE KIAAyT B PIOK3aK. AHAJIOTMYHO MPOXOIAT MPOLEAYPY VKIAJAKH B PIOK3aK
npeaMeTel BecoM 6 1 2. B pesynbrare nosHelid Bec ymeHsmrces 10 0. Ecnu Ob1 3TOT
prok3ak Oblm1 Obl HMCMONB30BAaH Jis1  ACU(POBAHUS, TO OTKPBITBIA TEKCT,
NOJTyYEHHBIN 13 3HaueHus mmdprexcra 270, 6b11 Ob1 paBen 10100101.

OTKpBITBIA ~ KIKOY ~ OPEACTABISIET  COOOW  HE  CBEPXBO3PACTAIOLIYHO
(HOpMaJIbHYIO) MOCAEA0BATENBHOCTE. OH (POPMUPYETCI HA OCHOBE 3aKPHITOTO KITHOUYa
¥, KaK MPUHATO CUUTATh, HE MO3BOJSET JIETKO PEIIUTh 3aAady 00 YKJIAQIKe paHLa.
JInsg ero moay4eHusl BCE 3HAYCHUS 3aKPBITOTO KIIF0Ya YMHOMKAKOTCS HA YMCIIO N 1O
MOJAYJKO M. 3HAUEHUE MOIYJsSs M JOJDKHO OBITh OOJbIIE CYMMBI BCEX YHMCEI
NoCNeA0BaTeNbHOCTH,  Hampumep, 420  (2+3+6+13+27+52+105+210=418).
MHOXHUTENE N AOHKEH OBITh B3aUMHO MPOCTHIM YKCIOM C MOYJIEM M, HAPUMED,
31. Pe3ynapTar moCTpOEHUS HOPMAJBHOM MOCIIEA0BATENLHOCTH (OTKPBHITOrO KJIHOYA)
NPEICTABJICH B CIECAYIOUICH TadnuLe.



TaOnuua S. llpumep nosry4eHus OTKPBITOTO KJIK0YA

JaKpeITeIF KO, | 2 3 G 13 27 52 | 105 | 210

OTKDBITRIA KK,
{k*n) mod m = (k"31) mod 420

62 | 93 | 186 | 403 | 417 | 352 | 315 | 210

Jlist mudpoBaHusi cOOOUICHUE CHAvajla pa3OMBAETCsl Ha OJIOKH, MO pa3Mepam
PaBHBIE YMCIYy SJIEMEHTOB MOCIECAOBATEIILHOCTH B PIOK3aKe. 3aTeM, CUMTas, 4YTO
€IMHULA YKa3bIBACT HA MPUCYTCTBHE JIEMEHTA MOCIICAOBATEILHOCTH B PIOK3AKE, a
HOJIb — HA €r0 OTCYTCTBWE, BBIYMCIISIIOTCS MOJHBIE BECA PIOK3aKOB — MO OJAHOMY
PIOK3aKy JUTsl KaXKA0ro OJioKa COOOIICHUSI.

B kauectBe npumepa Bo3bMeM OTKpbITOE cooOmeHre « ABPAMOBY, cUMBOJIBI
KOTOPOTO0 MPEACTABUM B OWHApPHOM BHJE B COOTBETCTBMM C TAaONMIECH KOAOB
cumBosoB Windows 1251, Pe3ynbrar mm@poBaHus ¢ MOMOIIBIO OTKPHITOTO KITHOYa
{62,93,186, 403,417,352, 315,210} npeacrasieH B CICAyOUICH TaOIUIE.

TaOnuua 6. lIpumep mudpoBanus
OTKpbITOS coeﬁmgHme Cymma Becos LLUkdpporparma
CHMBoN Ein-rog (prokaak),
A 1100 0000 B2+93 155
E 1100 0001 B2+93+210 365
P 1101 0000 B2+93+403 558
A 1100 0000 62+93 155
i 1100 1100 B2+93+417+352 924
] 1100 1110 B2+93+417+3252+4315 1239
= 1100 0010 B2+93+315 470

Jlia pacmmppoBanns COOOUIEHMS MOIyYaTeNb JAOJDKEH CHavala ONPEICIUTh
oGpatHoe umcio n”, Takoe uto (n * n”') mod m = 1. B Maremarike 06paTHOE YHCIO
n"' (o6patHOe 3HAUEHME, OGPATHAS BEIMUMHA) - YACIO, HA KOTOPOE HANO YMHOKUTh
JIAHHOE YHCJIO N, 49TOOHl MONYYdTh emWEmmy (n * n™' = 1). Ilapa umcen,
NPOU3BEICHUE KOTOPBIX PABHO EIVHMIE, HA3BIBAKOTCS B3aHMHO OOPaTHBLIMH.
Hanpumep: 5 u 1/5, -6/7 u -7/6. OOpaTHBIMH 4YHCJIAMH 0 MOAYJII0 M HA3BIBAKOTCS
TAKHME YUCIA N U N, I KOTOPBIX CIPABEIJIUBO BhIpaKeHUE (n * n'l) mod m = 1.
JIns  BBIUMCIICHWS OOpAaTHBIX 4YMCEA MO MOAYIK OOBIMHO  MCIOJIB3YETCS
pacumpeHHbiii anroputM EBknuaa. [locie onmpeneneHrus oOpaTHOTO YMCIA KaXKI0€
3HAaueHHe IMH(PPOrpaMMbl YMHOKAETCS HA N 1O MOAYIIO M M C TOMOIIBIO
3aKPBITOrO KIIKOUYa OMPEACHSAIOTCS OUTBI OTKPBITOTO TEKCTA.

B Haiem npumepe CBEpXBO3pacTaroIlas MOCAEA0BATEILHOCTh paBHa {2, 3, 6,
13, 27,52, 105, 210}, m = 420, n = 31. 3HaueHue n’ paBHo 271 (31%271 mod 420 =

).
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